MCN 7103  System  and Network Security
Course Description
The course covers theory and practice of computer security, focusing in particular on the security aspects  of the computer  systems,  Web  and  Internet. It introduces  network  and  system  security threats, then surveys  cryptographic tools  used to provide  security,  such as shared  key encryption (DES,  3DES, RC-4/5/6,  etc.);  public key encryption,  key exchange,  and  digital  signature (Diffie- Hellmann,  RSA, DSS, etc.).  It then reviews how these tools are utilized  in the internet protocols and  applications  such as Kerberos,  SSL, IPSEC,  TLS, PGP, S/MIME,  SET,  and  others.  System security issues, such as viruses, intrusion, firewalls, and others will also be covered.
Aims
System  and  network  security  is becoming increasing  important in networking.  Malicious users such as hackers  tend to keep above times and continuously compete against existing security mea- sures.  The objective of the course is to introduce students to security threats and the methods to tackle them.  The course shall focus on systems security for desktop and host computing devices as well as network security issues, which will equip student with fundamental techniques required  for IT managers  and system administrators.
Teaching and Learning Pattern
Teaching  delivery shall be based on conventional  in-class interaction  between lecturers and stu- dents.  The teaching shall follow the content of the suggested text book in addition to other teaching materials such as papers  where possible.  Students are expected to learn through lectures and dif- ferent assessment exercises which shall include quizzes, research coursework, and project.  Research course work will be based on identifying a security problem  that a student or a group of students will independently research  on and present at the class.  A project on the other hand  may require some programming skills where students to implement various security mechanisms such as firewalls in real systems.
Indicative  Content
• Introduction  to computer  and  network  security:   threats, attacks techniques,  vulnerability sources and classification, social and ethical issues

• Host security:  virus, worms, zombies, etc.
• Cryptography:  Privacy  and authentication techniques/protocols and systems

• Basic Firewalls:  concept, filtering, statefull vs. stateless, FW proxy and design issues

• Advanced  Firewall Issues: policy management (anomaly  discovery),  distributed firewall, fire- wall performance,  defense-in-depth
• IPSec/VPN and NAT: network design and policy definition and verification
• Intrusion Detection Concepts , Intrusion Detection Systems

• Network Security Design
• Server security, SSL

Assessment
• Quiz, Project, Research  coursework,(40%)
• Final  Examination (60%)
Reading materials/  Indicative sources
Text Books
• Cryptography  and  Network  Security:   Principles  and  Practice,  Third  Edition,  by  William
Stallings (2000)
• Fundamentals of Network Security” by J. Canavan; Artech House (2003)
Reference books:
• Eric Rescorla,  SSL and  TLS: Designing and  Building  Secure Systems, Addison  Wesley Pro- fessional 2000

• 2.Bruce Schneier, Applied Cryptography:  Protocols, Algorithms, and Source Code in C, 2nd
Edition, John Wiley & Sons 1995
