MCN 7202 Wireless and Mobile Networking
Course Description
This course shall provide fundamental to advanced  concepts of wireless and mobile networks and the underlying  technologies  It shall cover Medium access control mechanisms  for wireless commu- nications, wireless communication standards particularly WiFi and WiMAX technologies.  Cellular networks,  wireless Internet, pervasive  networks such as ad-hoc networks and  sensor networks and their protocols , etc.
Aims
Wireless and  mobile communications  is very popular  in developing  countries due to the lack of fixed infrastructure.  Wireless and mobile networking technologies  there fore have direct relevance to out communities.   The  challenge  to practitioners  and  researchers  of these  technologies  is that they  have  been  undergoing  rapid  changes  and  new technologies  have  been  constantly  emerging. The  main  goal of this  course is to provide  students with  fundamental  principles  on existing  and emerging wireless and mobile networking technologies.
Learning outcomes:
The course shall offer an in-depth understanding of networking technologies and protocols of wireless and mobile networks.  Upon successful completion of the course, students shall be able to fill the existing gap of experts in job market in the area mobile and wireless networks.  In addition, the course shall provide students with foundation in the sufficient to undertake further research  in the field.
Teaching and Learning Patterns:
Teaching  method  shall mainly  include  lectures.  In addition,  students shall learn  through take- home exercises and  research  course work.  The  later shall also provide  to students opportunities to learn and practice some transferrable skills such as presentations and working in groups.  Some assignments might be tuned to require students to learn simulation tools such as network simulator (ns-2) to implement their course projects.
Indicative  Content
• Introduction of Wireless and Mobile Communications

• Fundamentals:  Radio Channel  Model; Modulation; Fading  Mitigation;  Intersymbol Interfer- ence, Mitigation Error  Control
• Medium  Access Control  Protocols;  Centralized  Systems:  CDMA,  FDMA,  TDMA,  Polling, Distributed Systems:  Aloha and Reservation Aloha, PRMA,  CSMA, RTS-CTS
• Standards:  Wifi - IEEE  802.11, WiMAX - IEEE  802.16

• Cellular  Networks:  2G and 2.5G Systems:  GSM and GPRS,  3G Systems:  IMT-2000,  3G++ Systems:  3GIP,  3GPP
• Wireless Internet: Mobile IP, Wireless TCP,  Wireless QOS Issues

• 4G Systems:  IP-based  Mobile Telecommunications

• Advances  in Mobile IP (AAA, etc.), Micro-mobility Protocols, Cellular  IP
• Pervasive  Networking- Personal  Area Networks, Bluetooth and Home RF, Ad Hoc Networks

• Routing:  DRS, AODV, PAR,  QOS,
• Wireless  sensor  networks:   overview,  applications  and  architecture;  auto-organization  tech- niques; data gathering mechanisms;  reliable transport protocols; etc.
Assessment:
• Assignments, test , research  course work/ project (40%),
• Final  Examination (60%)
Recommended Reading/  Indicative  Sources: Text book:
• Wireless Communications and Networks, by William Stallings

Recommended References:
• Journals and Conferences on Mobile and Wireless:
• ACM Mobicom, IEEE  Infocom, IEEE  Journal on Vehicular  Technologies,  etc
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MCN 7203  Wireless Security  Fundamentals
Description
The adaption of Mobile and Wireless communications technologies, in military, commercial  and personal use has grown exponentially.  But the mobile and wireless nature of these devices raise new and important security challenges not usually present in highly structured and static environments. Thus, the purpose of this course is to give students a full understanding of what mobile and wireless communication technologies are, how they work, how people find them and exploit them, and how they can be secured.  This course is based on real world examples,  solutions, and deployments.  In general the course will address the the taxonomy of Mobile/wireless security, fundamentals of digital security including wireless Authentication and authorization schemes, privacy,  threat analysis and security protocol security functionality and assurance  issues.
Teaching and Learning
Lectures  and  students presentations.   Students  will also learn  through  reading  research  papers and implementing course projects .
Indicative  Content
The course will cover: Wireless and mobile computing Security Threat analysis and threat mod- eling; attack classifications; Explore wireless Network Architecture and Design; Fundamental of Security Management;  encryption algorithms for some mobile and  wireless communications e.  g., WEP,  WAP, A5 etc; Wireless Intrusion detection and Policy; Overview of security software and pro- tocols for wireless and mobile communications; understanding of organizational issues and practices that affect security of service; Overview of implementation of the best and latest security techniques and mechanisms  for mobile and wireless communications.  Implementation of WEP,  WPA,  WPA2,
802.11i and 802.1x
Specific Sub jects:
• Understanding security goal formulation; including Identification, Authentication, authoriza- tion; reliability; confidentiality; integrity; non-repudiation etc
• Protection, Integrity Protection, Provision  of Service
• Types of Wireless Networks ; System Architectures

• Introduction  to threat modeling and  Wireless  Security  Threats ; Eavesdropping; Jamming; Injection/Replay; Rouge Clients; Roaming issues ; social engineering; brute force attacks; etc
• Information Leakage at all Levels ; Physical  Security; Security applied at Protocol and Appli- cation  Layers ; Encryption in Wireless Mobile Devices ; Device, Network and  User; Mutual Authentication; Application of Biometric Approaches

• Security  Protocols  used  in Wireless  Devices ; 802.1x ; 802.11;  A5;  IS-95 ; Mobile IP  and IPSEC; Application Layer Security; TSL; WPA Algorithms; WPA Pre-Shared Key; WPA RADIUS; WPA2 (Wi-Fi Protected Access 2) Security; WPA and WPA2; IEEE 802.11i (RSN) Enhanced Wireless Security; TKIP  ; AES; EAP-TLS;  EAP-TTLS
• Attacks on Protocols in Wireless Mobile Environments

• Advanced  Security Measures

–  Wireless security policy
–  Authentication & encryption
–  Wireless DMZ and VLANs

–  Audits

–  Authenticated DHCP
–  Traffic patterns

–  Wireless LAN Auditing Tools

–  Discovery tools

–  Password  crackers

–  Share enumerators

–  Network management and control
–  Wireless protocol analyzers

–  Manufacturer defaults

–  Password  sniffers

–  Antennas and WLAN equipment
–  OS fingerprinting and port scanning
–  Application sniffers

–  Networking utilities

–  Network discovery and management
–  Hijacking users

–  Jamming tools

–  WEP  crackers

• Operating system defaults

• Security Issues and Architectural Approaches  in Dynamic  Wireless

• Student Project Reports

Assessment:
• Tests, research  course work (40%),
• final examination (60%)
Reading materials/  Indicative Sources
Text books:
No textbook currently exists for this course.  We plan to use the following books as reference and take advantage of the growing number  of technical papers  and reports in this field:

• Wireless Security, Merritt Maxim, by David Pollino,  McGraw Hill
• Wireless Security Essentials, by Russel Dean Vines, John Wiley
References
Relevant international journals  and conferences

