MCN 8100 Advanced Network  Security
Course Description
This unit aims to provide students with an advanced knowledge of network security. The course will begin by reviewing traditional  network protections. The course will then consider important works in advanced secure protocol design and formal analysis, advanced authentication, network configuration and management, intrusion detection and other topics. Topics to be covered include the design and implementation of some important  public key systems: RSA and Elliptic  Curve
algorithms; concepts of quantum cryptography; quantum computing and cryptography; wireless computing and cryptography; design, implementation and configuration of firewalls in depth; de- sign, implementation and configuration of intrusion detection systems; honeypots; prevention sys- tems; advanced network security architectures; advanced wireless security: principle and practice; security in trusted-based computing environments.

Aims
Students satisfactorily completing the course will  be  able to formulate a security model for network environments, and apply cryptography, protocol design, and emergent  network attacks and network security technologies to meet the requirements of that model. In particular, at the completion of this unit students will:
• Achieve sound knowledge and practical skills (design, implementation, and configuration) in network security.

• Understand the design and implementation of advanced security mechanisms  such as crypto- graphic algorithms for wired and wireless computing environments.

• Achieve sound knowledge of network security components including the design, implementa- tion, and configuration of Firewalls, Intrusion Detection Systems (static and dynamic checking of programs, anomaly detection, large-scale (Internet-wide) distributed intrusion detection, early sensing, complex attack scenario analysis, and automated response.), Prevention Sys- tems, Firewalls, IDSs, VPNs and prevention systems together.

• Develop knowledge of advanced network security architectures to allow better network pro- tection, load balancing and recovery from attacks.

Teaching and Learning Patterns
Teaching delivery shall be based on class teaching methods, laboratory sessions, and research papers that will  be assigned to students. Whereas  class sessions will  teach theoretical concepts, laboratory sessions are aimed to given students practical hands on in designing and implementing security mechanisms. Students shall be required to complete projects that will  be based on im- plementing some security technologies. executing a limited research project , or both.  This shall enable student to investigate security issues in details, but will help students acquire research skills.

Indicative  Content
• Security Basics

• Network infrastructure design concepts,

• Practical studies in Firewalls, intrusion detection and prevention systems,

• Advanced cryptography; theory and implementation

• SSL/TCL
• Routing Security

• Secure System A
• Review of network infrastructure core components

• System log analysis tools and techniques dministration, basic unix commands, unix security features

• Detailed analysis of network attacks; Interdomain Routing solutions, Interdomain authenti- cation

• Distributed DoS

• Botnets, honeypots

• SSL splitting
• Recent security issues addressed in research papers

Assessment
• Quizzes and Test, Laboratory Assignments, Course project ,

• Final Examinations

Reading materials/ Indicative  Sources
Text book:
• Network Security Essentials–Applications and Standards, by William Stallings, Pearson Pren- tice Hall,2006

• Network Infrastructure and Security Laboratory, by Mark Burgess 2002,

Reference materials
Related Journals and Conference proceedings on network security: Proceedings of the 15th Annual Network and Distributed  System Security Symposium (NDSS) Proc.  USENIX Security Sympo- sium.

