MCS  7215: Data  Encryption
(a) Description:
The course gives students skills in methods and approaches of securing data by encryption. This is as a means of preventing un authorized ac- cess by third parties. The data may be in transit or in a database/flat file. Means of protecting the data as well as the strengths and weak- nesses of the different means are addressed.
(b)  Aims:
Security of data is a very big threat to most or all computerized orga- nizations. The course therefore aims at:
• Highlighting ways un authorized access to data can be done

• Giving an in depth understanding of ways data can be protected by encryption

• Making a comparative analysis of the strengths and weaknesses of the different cryptographic approaches

(c) Teaching and Learning Patterns:
Teaching will be by class lectures, seminars and class presentations

(d)  Indicative  Content:
• Conventional encryption:  classical encryption techniques, mod- ern encryption techniques, and encryption algorithms.

• Basic number theory which is used as the foundation for public- key encryption.

• Public-key cryptography such as encryption methods and digital signatures.

• Message authentication and hash functions.

• Techniques  of key management,  secret sharing and conducting interactive proofs.

• Comparison of encryption techniques for effectiveness.

(e) Assessment Method:
Assessment will be in form of tests and assignments (40%) and final examination (60%)

(f ) Reading List:
• Data Privacy and Security: Encryption and Information Hiding by David Salomon, Springer 2003.

• Data Protection and Security for Personal Computers by Robert

Schifreen, Elservier, 1992
