MCS  7220: Software Security
(a) Description:
The course addresses the common security problems in softwares  as well as  their  underlying causes. It then addresses  the techniques, guidelines, principles and tools that prevent or detect them.
(b)  Aims:
The aims of the course are:

• Explore the common security problems in software

• Explore the main causes of the security problems in software

• Explore the techniques of detecting security flaws in software

• Explore the techniques of preventing security flaws at program- ming level

(c) Teaching and Learning Patterns:
Teaching will be in terms of lectures, class presentations and practical demonstrations

(d)  Indicative  Content:
• Security threats: Buffer overflows, integer overflows, SQL injec- tion, XSS, and race conditions.

• Techniques to prevent or detect problems: threat modeling, check lists and coding standards, static analysis tools, code reviews, typing, static analysis, language-based security (or platform-based security), security middle ware, runtime monitoring, information flow analysis, program verification, and proof-carrying code

(e) Assessment Method:
Assessment will be by tests and practical assignments (40%) and final examination (60%)

(f ) Reading List:
• Building  Secure  Software, by John Viega and Gary McGraw.

Addison-Wesley, 2002.
• The 19 Deadly Sins of Software Security, by Michael Howard, David LeBlanc and John Viega, McGraw-Hill, 2006.

• Secure Coding:  Principles & Practices, by Mark G. Graff and

Kenneth R. van Wyk.  O’Reilly, 2003.

• Writing  Secure Code, by Michael Howard and David LeBlanc, Microsoft Press, 2002.

