MCS  7221: Security Protocols
(a) Description:
This course presents case studies of the design of various security pro- tocols including SSL, WEP / WPA, IPSec, and Kerberos. We focus on discussing the pros and cons of various security trade-offs involved in the design of such protocols, and we describe vulnerabilities that some of these protocols are susceptible to due to design flaws.

(b)  Aims:
The course aims at equipping students with  systematic approaches of analysis, designing and implementing security mechanisms in or- ganizations so as to minimize the vernulability  of organization ICT infrastructure from malicious attacks.

(c) Teaching and Learning Patterns:
Teaching will be in terms of lectures, groupwork and class representa- tions.

(d)  Indicative  Content:
• Fundamental concepts of Security: integrity, Confidentiality, Au- thenticity  and Availability.
• Threat Modeling Techniques: Attack Trees, Fault Trees, etc

• Security Models: including CIA and Military model, etc

• Integrity  models: including;  LOCUS and Biba model, Clark- Wilson Integrity
• Logic of beliefs

• Post and Pre-Conditions

• Design of Security protocols:  Requirements, Assumptions and

Trusted Computing Base.

• Protocol Specification Languages: Spi-Calculus,CSP, CCP, HLPSL
etc

• Analysis of Security protocols: Formal methods, proof assistants, Logic of belief, Automated tools

(e) Assessment Method:
Assessment will be in terms of tests and assignments (40%) and final examination (60%)

(f ) Reading List:
• Formal correctness of security protocols by Bella Giampaolo, Springer

2007

