MCS  7222: Hardware  and Operating System Security
(a) Description:
This course looks at security from the perspective of the hardware and operating system. It largely looks at smart cards which are becoming popular and they have a lot of security considerations to address. It explores common attacks on hardware/OS  as well as ways such attacks can be addressed.

(b)  Aims:
The aims of the course are to
• Equip students with knowledge security threats in computer sys- tems caused by operating systems and hardware

• Equip students with skills of detecting such security flaws

• Explore ways such security flaws can be addressed and make the computer system more secure

(c) Teaching  and Learning  Patterns:   Teaching will  be in terms of lectures, class presentations  and lab demonstrations

(d)  Indicative  Content:
• Smart cards: Magnetic stripe cards, smart cards, and RFID tags.

• Smart card hardware and communication.

• Contact and contact less cards.

• Memory and microprocessor cards.

• Smart card operating systems (basic file OS, MULTOS, modern

Java card OS).

• Attacks (e.g. logical, physical, side channel (SPA,DPA), fault in- jection) and countermeasures.

• RFID tags: hardware and communication, RFID operating sys- tems (MiFare), attacks (logical, spoofing)

• Defensive programming.

• Trusted Platform Modules (TPM) and Trusted Computing (TC)
• Misceleneous topics in OS security (e.g. hypervisors (Nova/L4Sec), MAC, AC complexities of real OSs.

• Case studies

(e) Assessment Method:
Assessment will be by tests and practical assignments (40%) and final examination (60%)

(f ) Reading List:
• Ross Anderson (2001) Security Engineering:  A guide building de- pendable distributed system.
