MIS 8115: Information Systems Security (3CU)
a) Description: This unit is designed to provide students with an understanding and appreciation of a range of information system security components, principles and policies, strategies. Information security philosophies are discussed along with methods, models, techniques and controls, including risk analysis, qualitative and quantitative matrices, and access controls: such as passwords, smart cards, and security auditing. Information security is especially considered in the area of Internet security management and policy; and from the standpoint of ethical and legal issues, as well as computer crime. Information security current issues and future trends will also be discussed.

b) Course Learning outcomes: At the completion of this unit the students will: (i)   have knowledge of:

•
Current security philosophies, security methodologies, security

•
analysis and design methods and techniques, security, management, and professional ethics

(ii)  have an understanding of:

•
The ethical, legal and criminal issues relating to the security of

•
information systems

(iii) have the skills to apply security analysis and design methods and techniques in the analysis of threats, risks, and breaches to an information system, and in the design

of suitable security control measures

(iv) have  developed  attitudes  which  enable  them  to  demonstrate  ethically  sound viewpoints  with  respect  to  the  protection  of  information  resources  in  regard  to

maintaining  a  secure  IS  framework;  in  relation  to  confidentiality,  integrity,  and

availability, in the professional development of information systems

c)  Indicative content:
•
Brief overview of the unit and unit outline Introduction to IS Security in organisations

•
IS Security – framework, Breaches, threats, vulnerabilities

•
IS Security – access controls

•
Risk management

•
Risk analysis

•
E-commerce , Internet Security

•
Security policies and procedures

•
Business continuity plans (BCP) and disaster recovery

•
Privacy and the law

•
Current issues and future

•
Trends in IS Security
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