MIT 7214 Audit and Security Assurance Principles (3 CU)
(a)  Course Description:  This course will offer the students a holistic overview to audit and security assurance issues pertinent in an enterprise. The course will specifically tackle Security  mechanisms,  Operational  issues,  Policy,  Attacks,  Information  Systems  Audit, Data Center Audit, topics in Computer Audit etc. Security Domains, Forensics, Information States, Security Services, Threat analysis model, Vulnerabilities and other security issues will also be looked at.

(b)  Aims: The course aims at:

•
Introducing students to the concepts of Information Assurance and how to secure such information using appropriate systems and technologies.

•
Presenting introductory aspects on computer audit including auditing information systems, auditing computerized systems, auditing applications etc.

(c)  Learning Outcomes:  On completion of this course unit, the students will:

•
Have  a  firm  grasp  of  the  concepts  related  to  Information  Assurance  and  be  able  to articulate the salient principles about Information Assurance that derive from the concepts.

•
Be able to advice enterprises on the appropriate interventions to take as regards audit and assurance in the enterprise.

(d) Teaching and learning pattern: Course delivery will be in form of lectures and tutorials

(including relevant scenarios in the enterprise)

(e)  Indicative content:
•
Security mechanisms

•
Operational issues

•
Policy

•
Attacks

•
Security Domains

•
Forensics

•
Information States

•
Security Services

•
Cryptographic protocols

•
Audit of Computer Systems

•
Applications, Business Security and Control

(f)  Assessment method: The course will be assessed by course work and tests (40%) and final examination (60%)

(g) Reference Books:
(i)   Computer Security Lab Manual (Information Assurance & Security ) by Vincent Nestler, Wm. Arthur Conklin, Gregory White and Matthew Hirsch Publisher : Career Education

2005.

(ii)  Security in Computing, 4th  Edition by Charles P. Pfleeger and Shari Lawrence Pfleeger.
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