MIT 8110 Computer Security (3 CU)
(a)  Course Description:  This course is designed to prepare students for the ever changing security threats to computer systems. Security and privacy are pivotal issues in today’s networking environment. With the increase of breadth and depth on computer and information attacks among non-profit, commercial and government computing systems, computer security is now an essential infrastructure in computer architecture. The safe transmission of information relies on a proper design of computer security architecture. This course introduces a clear overview of the security concepts, including access control, malicious software, cryptography, biometrics as well as government regulations and standards.  Various   security  models,  policies  and  implementations  techniques  are explained and evaluated. Students on successful completion of this course will have the capability to describe, discuss and design network security using classical and contemporary models.

(b)  Aims: A student that undertakes this course should:

•
Be able to describe, discuss and perform design of network security using classical and contemporary models.

•
Be able to develop the ability to think critically

•
Be able to develop the ability to reason quantitatively

(c)  Learning outcomes: Upon successful completion of the course the student will reliably demonstrate the ability to:

•
Think analytically and critically.

•
Design a corporate information security strategy

•
Develop a secure IT architecture

•
Write a computer security policy

•
Monitor and analyze computer security events and controls

•
Sort and respond to computer security threats

•
Explain the guidelines and procedures of computer security investigations.

•
Understand regulatory issues related to computer security investigations.

•
Demonstrate knowledge of digital forensics hardware and software.

•
Demonstrate knowledge of various operating systems and their file systems, digital media and forensics software.

(d) Teaching and learning pattern: Teaching will be by lectures, take home reading assignments/class presentations and laboratory practicals.

(e)  Indicative content:
•
Principles of IT security including the   OSI model,   Information Security Components, Security threats and the need for information security,

•

Information  Security  Principles:  Authentication  and  Authorization,  Access  Controls, Confidentiality, Data Integrity, Non-repudiation, Accountability and Availability,  Research Methods

•
Security Management Practices

•
Application and System Development Security

•
Operations Security

•
Data Network Protocols (TCP/IP, IPSec, UDP etc.)

•
Firewalls and Firewall Architecture

•
Hacker Tools and Techniques including  War dialers, scanners, sniffers, session hijacking, password cracking

•
Basic OS Security Architecture for UNIX and MS OS (i.e. NT and Win 2k, XP), Unix File system security, NFS, Access Controls and Configuring Network Services  Case Studies on Unix Vulnerability,  MS OS Security Principles, Windows NT Security Architecture (Registry, Domain, Authentication.), Ns and Remote Access

•
Auditing and Logging

•
Security  Architecture  and  Models:
Kerberos,  Public  Key  Infrastructure,  Directory

Structures, Entitlement

•
Basic Database security

•
Intrusion  Detection  and  Monitoring:  Purpose  and  Rationale,  Design  and  Architecture, Technology, Process and Procedures

•
Business Continuity Planning

•
Physical Security

•
Basic Cyber law and Forensics

•
Privacy regulation that affect information security

(f)   Assessment methods: Assessment will be in terms of tests and take home assignments

(40%) and a final examination (60%)
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